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Board Policy 1D.1, part 6, requires the Executive Director of Internal Auditing to present and 
seek approval of an audit plan each fiscal year.  Internal auditing standards require that the 
board approve the annual plan. 
 
The audit plan presents an overview of how the Office of Internal Auditing plans to use its 
resources in fiscal year 2020.   

 



BOARD OF TRUSTEES 
MINNESOTA STATE COLLEGES AND UNIVERSITIES 

 
 

ACTION ITEM  
 

APPROVAL OF FISCAL YEAR 2020 AUDIT PLAN 
    

 
BACKGROUND 
According to Board Policy 1.D., Part 6, the Office Internal Auditing must submit an annual audit 
plan to the Audit Committee.  Internal auditing standards require that the Board approve the 
annual plan.  The fiscal year 2020 audit plan will be reviewed at the meeting.   
 
The audit plan presents an overview of how the Office of Internal Auditing plans to use its 
resources in fiscal year 2020.    
 
RECOMMENDED COMMITTEE ACTION: 
The audit committee recommends that the Board of Trustees adopt the following motion:   
 
RECOMMENDED BOARD MOTION: 
The Board of Trustees approves the Office of Internal Auditing annual audit plan for fiscal year 2020. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Date Presented to the Board of Trustees: June 18, 2019 



3

Fi
sc

al
 Y

ea
r 2

02
0 

Pr
op

os
ed

 A
ud

it 
Pl

an



4

W
e 

ar
e 

an
 In

de
pe

nd
en

t, 
ob

je
ct

iv
e,

 a
nd

 fo
rw

ar
d 

lo
ok

in
g 

as
su

ra
nc

e
an

d 
ad

vi
so

ry
fu

nc
tio

n.
  W

e 
st

riv
e 

to
:

•
Se

rv
e 

as
 a

 st
ra

te
gi

c 
pa

rt
ne

r t
o 

sy
st

em
 le

ad
er

sh
ip

 in
 

ad
dr

es
sin

g 
a 

ra
ng

e 
of

 b
us

in
es

s,
 o

pe
ra

tio
na

l, 
co

m
pl

ia
nc

e,
 

an
d 

fin
an

ci
al

 c
ha

lle
ng

es
 a

nd
 ri

sk
s,

 p
ro

vi
di

ng
 a

ss
ur

an
ce

 
re

ga
rd

in
g 

pr
oc

es
se

s a
nd

 sy
st

em
s,

 a
nd

 id
en

tif
yi

ng
 

op
po

rt
un

iti
es

 to
 in

cr
ea

se
 e

ffi
ci

en
cy

 a
nd

 e
ffe

ct
iv

en
es

s.
•

He
lp

 th
e 

sy
st

em
 a

nt
ic

ip
at

e 
an

d 
ad

dr
es

s r
isk

s p
ro

ac
tiv

el
y,

 
en

ab
lin

g 
bu

sin
es

s a
nd

 p
ro

ce
ss

 im
pr

ov
em

en
ts

 a
nd

 
su

pp
or

tin
g 

th
e 

vi
ab

ili
ty

 o
f s

ys
te

m
 o

pe
ra

tio
ns

. 
•

Pa
rt

ne
r w

ith
 o

th
er

s t
o 

m
on

ito
r a

nd
 m

iti
ga

te
 sy

st
em

 ri
sk

s.

Th
e 

O
ff

ic
e 

of
 In

te
rn

al
 A

ud
iti

ng



5

M
in

ne
so

ta
 S

ta
te

Ba
ke

r T
ill

y 

•
Er

ic
 W

io
n,

 C
PA

, C
IS

A,
 C

IS
SP

–
Ex

ec
ut

iv
e 

Di
re

ct
or

•
Ra

in
a 

Ro
se

 Ta
gl

e,
 C

PA
, C

IS
A,

 C
IA

-
Pa

rt
ne

r,
N

at
io

na
l H

ig
he

r E
du

ca
tio

n 
Co

ns
ul

tin
g 

Pr
ac

tic
e 

Le
ad

er
•

M
el

iss
a

Pr
im

us
, C

PA
, C

IA
 –

De
pu

ty
 D

ire
ct

or
•

Ch
ris

 Je
ffr

ey
, C

PA
 -

Pa
rt

ne
r, 

M
id

w
es

tR
isk

, I
nt

er
na

l A
ud

it 
an

d 
Cy

be
rs

ec
ur

ity
 P

ra
ct

ic
e 

Le
ad

er
•

Cr
ai

g 
Fa

ut
sc

h,
 C

FE
-A

ud
it 

Co
or

di
na

to
r/

In
ve

st
ig

at
or

•
M

al
lo

ry
 T

ho
m

as
 -

Se
ni

or
 M

an
ag

er
-

Ri
sk

 &
 In

te
rn

al
 A

ud
it 

Co
ns

ul
tin

g

•
Da

rla
 C

on
st

ab
le

–
Ex

ec
ut

iv
e 

As
sis

ta
nt

•
27

00
+ 

pr
of

es
sio

na
ls 

an
d 

st
af

f

In
te

rn
al

 A
ud

iti
ng

 T
ea

m



6

–
N

ex
tG

en
Pr

oj
ec

t R
isk

 R
ev

ie
w

s 
#1

, #
2,

 #
3,

 #
4

–
IT

 R
isk

 A
ss

es
sm

en
t 

–
HR

-T
SM

 A
dv

iso
ry

 P
ro

je
ct

 R
ep

or
t &

 U
pd

at
es

 (4
) 

–
Fa

ci
lit

at
ed

 e
nt

er
pr

ise
 ri

sk
 d

isc
us

sio
ns

 &
 o

th
er

 E
RM

 a
ct

iv
iti

es
–

Sh
ar

ed
 S

er
vi

ce
s G

ov
er

na
nc

e 
Ro

ad
m

ap
 A

dv
iso

ry
 P

ro
je

ct
 

–
E-

Pr
oc

ur
em

en
t C

on
tr

ol
s R

ev
ie

w
 

–
In

fo
rm

at
io

n 
Se

cu
rit

y 
Co

ns
ul

ta
tio

n 
–

Ph
as

e 
2 

–
Co

m
pl

ia
nc

e 
Pr

ac
tic

es
 A

ss
es

sm
en

t A
dv

iso
ry

 P
ro

je
ct

 
–

En
ro

llm
en

t F
or

ec
as

tin
g 

Ad
vi

so
ry

 P
ro

je
ct

–
Q

ua
rt

er
ly

 B
oa

rd
 o

f T
ru

st
ee

 E
xp

en
se

 A
ud

its
 

–
Re

ce
iv

ed
 o

ve
r 2

0 
al

le
ga

tio
ns

, I
ss

ue
d 

6 
In

ve
st

ig
at

io
n 

Re
po

rt
s

–
An

nu
al

 F
in

an
ci

al
 S

ta
te

m
en

t A
ud

its
 

–
St

ud
en

t F
in

an
ci

al
 A

id
 A

ud
it 

W
or

k 
–

N
CA

A 
Ag

re
ed

 U
po

n 
Pr

oc
ed

ur
es

Fi
sc

al
 Y

ea
r 2

01
9 

in
 R

ev
ie

w



7Au
di

t P
la

n 

•
Bo

ar
d 

Po
lic

y 
(1

D.
1,

 p
ar

t 6
) r

eq
ui

re
s t

he
 E

xe
cu

tiv
e 

Di
re

ct
or

 o
f I

nt
er

na
l A

ud
iti

ng
 to

 p
re

se
nt

 a
nd

 se
ek

 
ap

pr
ov

al
 o

f a
n 

an
nu

al
 a

ud
it 

pl
an

. 

•
In

te
rn

al
 a

ud
iti

ng
 st

an
da

rd
s r

eq
ui

re
 th

at
 th

e 
bo

ar
d 

ap
pr

ov
e 

th
e 

an
nu

al
 p

la
n

•
Th

e 
au

di
t p

la
n 

pr
es

en
ts

 a
n 

ov
er

vi
ew

 o
f h

ow
 th

e 
O

ffi
ce

 o
f 

In
te

rn
al

 A
ud

iti
ng

 p
la

ns
 to

 u
se

 it
s r

es
ou

rc
es

–
O

ng
oi

ng
 R

ou
tin

e 
Ac

tiv
iti

es

–
Pr

oj
ec

ts

•
Pl

an
 u

pd
at

es
, i

nc
lu

di
ng

 su
gg

es
te

d 
ch

an
ge

s,
 w

ill
 b

e 
br

ou
gh

t t
o 

th
e 

Au
di

t C
om

m
itt

ee
 th

ro
ug

ho
ut

 th
e 

ye
ar



8FY
20

 In
te

rn
al

 A
ud

it 
Pl

an
 D

ev
el

op
m

en
t 

Pr
oc

es
s

Re
vi

ew
 K

ey
 In

pu
ts

 
In

cl
ud

in
g

In
te

rn
al

 
Au

di
t P

ro
je

ct
 R

es
ul

ts
 

an
d 

ER
M

 C
om

m
itt

ee
 

W
or

k

De
ve

lo
p 

Pr
oj

ec
ts

 th
at

 
Al

ig
n 

w
ith

 K
ey

 R
is

ks

Re
vi

ew
 P

ot
en

tia
l 

Pr
oj

ec
ts

 w
ith

 
Le

ad
er

sh
ip

 a
nd

 S
ol

ic
it 

Fe
ed

ba
ck

Co
m

pl
et

e 
U

pd
at

e 
of

 
En

te
rp

ris
e 

Ri
sk

 
M

an
ag

em
en

t R
is

k 
As

se
ss

m
en

t

O
bt

ai
n 

Au
di

t 
Co

m
m

itt
ee

 A
pp

ro
va

l 
fo

r I
nt

er
na

l A
ud

it 
Pl

an

Co
nt

in
ua

lly
 E

va
lu

at
e 

Pl
an

 fo
r C

ov
er

ag
e 

an
d 

Em
er

gi
ng

 R
is

ks



9•
Co

m
m

itt
ee

 P
ar

tic
ip

at
io

n 
an

d 
Ad

vi
so

ry
 S

er
vi

ce
s

–
En

te
rp

ris
e 

Ri
sk

 M
an

ag
em

en
t C

om
m

itt
ee

–
Ch

an
ce

llo
r’s

 C
ab

in
et

 a
nd

 L
ea

de
rs

hi
p 

Co
m

m
itt

ee
–

N
ex

tG
en

 S
te

er
in

g 
Co

m
m

itt
ee

–
O

th
er

 C
om

m
itt

ee
 a

nd
 W

or
k 

Gr
ou

p 
Pa

rt
ic

ip
at

io
n:

 In
fo

rm
at

io
n 

Se
cu

rit
y, 

IS
RS

, F
in

an
ce

 
U

se
r’s

 G
ro

up
, F

in
an

ci
al

 A
id

 D
ire

ct
or

s 
Gr

ou
p

–
Ri

sk
 a

nd
 C

on
tr

ol
 G

ui
da

nc
e 

fo
r K

ey
 B

us
in

es
s P

ro
ce

ss
es

–
O

ng
oi

ng
 A

d-
Ho

c 
In

qu
iri

es
 a

nd
 A

dv
ic

e

•
As

su
ra

nc
e 

Se
rv

ic
es

–
Au

di
t o

f B
oa

rd
 E

xp
en

se
s a

nd
 T

ru
st

ee
 E

xp
en

se
 R

ei
m

bu
rs

em
en

ts
–

M
on

ito
rin

g 
Pr

og
re

ss
 o

n 
O

ut
st

an
di

ng
 A

ud
it 

Fi
nd

in
gs

•
Ex

te
rn

al
 A

ud
it 

Co
or

di
na

tio
n

–
An

nu
al

 F
in

an
ci

al
 S

ta
te

m
en

t A
ud

its
–

An
nu

al
 F

ed
er

al
 S

tu
de

nt
 F

in
an

ci
al

 A
id

 C
om

pl
ia

nc
e 

Au
di

t
–

N
CA

A 
Co

m
pl

ia
nc

e 
Au

di
ts

 (e
ve

ry
 3

 y
ea

rs
)

–
O

th
er

 E
xt

er
na

l P
ar

ty
 A

ud
its

•
Fr

au
d 

In
qu

iry
 a

nd
 In

ve
st

ig
at

io
n 

Se
rv

ic
es

O
ng

oi
ng

 R
ou

tin
e 

Ac
tiv

iti
es



10Pr
op

os
ed

 C
on

tin
ui

ng
 M

ul
ti-

Ye
ar

 P
ro

je
ct

s
Pr

oj
ec

t
Ty

pe
 (A

dv
is

or
y

or
As

su
ra

nc
e)

Re
la

te
d 

Ri
sk

Do
m

ai
n(

s)
O

bj
ec

tiv
e

M
ul

ti-
Ye

ar
 P

ro
je

ct
s f

ro
m

 F
Y1

9 
Pl

an

ER
M

 A
dv

is
or

y
Ad

vi
so

ry
Al

l

Pa
rti

ci
pa

te
 in

 th
e 

ER
M

 S
te

er
in

g 
C

om
m

itt
ee

 a
nd

 a
ss

is
t a

s 
re

qu
es

te
d.

 
As

si
st

 th
e 

co
m

m
itt

ee
 in

fa
ci

lit
at

in
g 

an
 a

nn
ua

l e
nt

er
pr

is
e 

ris
k 

m
an

ag
em

en
t 

as
se

ss
m

en
t;

co
nd

uc
t f

ac
ilit

at
ed

 d
is

cu
ss

io
ns

 w
ith

 k
ey

 s
ta

ke
ho

ld
er

s 
an

d 
in

st
itu

tio
ns

.  
D

ev
el

op
 E

R
M

 re
so

ur
ce

s 
an

d 
to

ol
s 

fo
rc

ol
le

ge
s 

an
d 

un
iv

er
si

tie
s.

N
ex

tG
en

 S
te

er
in

g
C

om
m

itt
ee

 
Pa

rti
ci

pa
tio

n
Ad

vi
so

ry
O

pe
ra

tio
na

l
Pa

rti
ci

pa
te

 in
 th

e 
ER

P 
St

ee
rin

g 
C

om
m

itt
ee

, p
ro

vi
de

 p
ro

fe
ss

io
na

la
dv

ic
e,

 
an

d 
as

si
st

 a
s 

re
qu

es
te

d.

N
ex

tG
en

 P
ro

je
ct

 R
is

k 
R

ev
ie

w
 (P

R
R

) 
Ad

vi
so

ry
/A

ss
ur

an
ce

O
pe

ra
tio

na
l

Se
rv

ic
e

M
od

el

C
on

du
ct

 b
us

in
es

s 
pr

oj
ec

t r
ev

ie
w

s 
an

d 
as

se
ss

 s
pe

ci
fic

 p
ro

je
ct

 p
ro

ce
ss

es
. 

Pe
rfo

rm
 q

ua
rte

rly
 c

he
ck

po
in

ts
 fo

cu
se

d 
ar

ou
nd

 k
ey

 p
ro

je
ct

 m
ile

st
on

es
. 

Ad
di

tio
na

lly
, w

or
k 

to
 a

dv
is

e 
on

 k
ey

 p
ro

je
ct

 ri
sk

s 
su

rro
un

di
ng

 
im

pl
em

en
ta

tio
n,

 d
at

a 
go

ve
rn

an
ce

, a
nd

 o
th

er
 p

ro
je

ct
 is

su
es

 a
s 

th
ey

 a
ris

e.
 

H
um

an
 R

es
ou

rc
e 

Tr
an

sa
ct

io
n 

Se
rv

ic
e 

M
od

el
 (H

R
-T

SM
)

Ad
vi

so
ry

/A
ss

ur
an

ce
O

pe
ra

tio
na

l
Se

rv
ic

e
M

od
el

C
on

tin
ue

 to
 re

vi
ew

 th
e 

H
R

 s
er

vi
ce

ce
nt

er
 m

od
el

 p
ro

gr
es

s 
to

 d
at

e,
 a

nd
 th

e 
ex

te
nt

 to
 w

hi
ch

 th
e 

de
si

re
d 

pr
oj

ec
t g

oa
ls

 a
nd

 o
bj

ec
tiv

es
 h

av
e 

be
en

 
ac

hi
ev

ed
.

In
fo

rm
at

io
n 

Se
cu

rit
y 

C
on

su
lta

tio
n 

–
Ph

as
e 

3
Ad

vi
so

ry
O

pe
ra

tio
na

l

As
si

st
th

e 
sy

st
em

 in
 d

ev
el

op
in

g 
a 

st
ra

te
gy

/ p
ro

gr
am

 fo
r o

ng
oi

ng
 

as
se

ss
m

en
ts

 to
 d

et
er

m
in

e 
w

he
th

er
 o

r n
ot

 th
e 

To
p 

Fi
ve

 in
fo

rm
at

io
n 

se
cu

rit
y 

co
nt

ro
ls

 a
re

 b
ei

ng
 a

dd
re

ss
ed

; A
ss

es
s 

th
e 

fe
as

ib
ilit

y,
 s

ca
la

bi
lit

y,
 

an
d 

su
st

ai
na

bi
lit

y 
of

 d
iff

er
en

t o
pt

io
ns

/m
od

el
s 

fo
r i

m
pl

em
en

tin
g 

th
e 

pr
og

ra
m

.

In
st

itu
tio

n 
Fi

na
nc

ia
l 

C
on

tro
l R

ev
ie

w
 

(C
on

tin
ue

d
FY

19
 

W
or

k)

As
su

ra
nc

e
C

om
pl

ia
nc

e
Se

rv
ic

e 
M

od
el

1.
C

om
pl

et
e 

th
e 

pr
ev

io
us

ly
 a

pp
ro

ve
d 

FY
19

 p
ro

je
ct

; D
ev

el
op

 a
nd

 p
ilo

t a
 

m
ul

tiy
ea

r a
ud

it 
pl

an
 th

at
 w

ou
ld

 re
su

lt 
in

 k
ey

 fi
na

nc
ia

l c
on

tro
ls

 b
ei

ng
 

au
di

te
d 

at
 e

ac
h 

co
lle

ge
 a

nd
 u

ni
ve

rs
ity

. D
ev

el
op

 a
 ri

sk
 a

ss
es

sm
en

t 
m

et
ho

do
lo

gy
 fo

r r
ev

ie
w

in
g 

th
e 

de
si

gn
 a

nd
 o

pe
ra

tin
g 

ef
fe

ct
iv

en
es

s 
of

 
in

te
rn

al
 c

on
tro

ls
 a

nd
 s

el
ec

t 2
-3

 in
st

itu
tio

ns
 to

 p
ilo

t t
he

 a
pp

ro
ac

h.
  

2.
D

ep
lo

y
pl

an
 a

nd
 e

xe
cu

te
 a

dd
iti

on
al

 c
ol

le
ge

 a
nd

 u
ni

ve
rs

ity
 re

vi
ew

s.
  



11Ad
di

tio
na

l P
ro

po
se

d 
Pr

oj
ec

ts
Pr

oj
ec

t
Ty

pe
 (A

dv
is

or
y

or
As

su
ra

nc
e)

Re
la

te
d 

Ri
sk

Do
m

ai
n(

s)
O

bj
ec

tiv
e

D
at

a 
C

la
ss

ifi
ca

tio
n

R
ev

ie
w

As
su

ra
nc

e
O

pe
ra

tio
na

l
C

om
pl

ia
nc

e

To
 p

ro
te

ct
 th

e 
co

nf
id

en
tia

lit
y 

of
 d

at
a,

 a
nd

 to
 c

om
pl

y 
w

ith
 a

pp
lic

ab
le

 s
ta

te
 

an
d 

fe
de

ra
l l

aw
s 

an
d 

re
gu

la
tio

ns
, a

ll 
in

st
itu

tio
na

l d
at

a 
m

us
t b

e 
cl

as
si

fie
d 

w
ith

 th
e 

ap
pr

op
ria

te
 s

ec
ur

ity
 c

la
ss

ifi
ca

tio
n.

As
 a

 to
p 

fiv
e 

in
fo

rm
at

io
n 

se
cu

rit
y 

fo
cu

s 
ar

ea
, I

nt
er

na
l A

ud
it 

w
ill 

pe
rfo

rm
 a

 
re

vi
ew

 o
f c

om
pl

ia
nc

e 
w

ith
 th

e 
in

fo
rm

at
io

n 
cl

as
si

fic
at

io
n 

re
qu

ire
m

en
ts

.  
Su

rv
ey

 in
st

itu
tio

ns
 to

 re
vi

ew
 h

ow
 th

ey
 im

pl
em

en
te

d 
th

e 
da

ta
 c

la
ss

ifi
ca

tio
n 

op
er

at
in

g 
pr

oc
ed

ur
es

 a
nd

 in
st

ru
ct

io
n.

  B
as

ed
 o

n 
th

e 
su

rv
ey

 re
su

lts
, 

In
te

rn
al

 A
ud

it 
w

ill 
va

lid
at

e 
re

sp
on

se
s 

fo
r f

ur
th

er
 re

vi
ew

.  

Sh
ar

ed
 S

er
vi

ce
 

In
iti

at
iv

e:
 

C
om

pr
eh

en
si

ve
 

W
or

kf
or

ce
 S

ol
ut

io
ns

 
(C

W
S)

 R
ev

ie
w

Ad
vi

so
ry

/A
ss

ur
an

ce
Se

rv
ic

e 
M

od
el

O
pe

ra
tio

na
l

En
ro

llm
en

t/S
tu

de
nt

 S
uc

ce
ss

Ev
al

ua
te

 th
e 

sh
ar

ed
 s

er
vi

ce
 in

iti
at

iv
e,

 re
vi

ew
 p

ro
je

ct
 e

xe
cu

tio
n 

to
 p

la
n,

 
an

d 
id

en
tif

y 
ba

rri
er

s 
an

d 
po

te
nt

ia
l o

pp
or

tu
ni

tie
s 

to
 im

pr
ov

e
re

su
lts

 a
nd

 
ac

hi
ev

e 
th

e 
pr

oj
ec

t’s
 e

xp
ec

te
d

be
ne

fit
s 

an
d 

ou
tc

om
es

.

Sh
ar

ed
 S

er
vi

ce
 

In
iti

at
iv

e:
 M

et
ro

Al
lia

nc
e 

Bo
ok

st
or

e 
R

ev
ie

w

Ad
vi

so
ry

Se
rv

ic
e 

M
od

el
O

pe
ra

tio
na

l

Ev
al

ua
te

 th
e 

sh
ar

ed
 s

er
vi

ce
 in

iti
at

iv
e 

to
 d

et
er

m
in

e 
if 

be
ne

fit
s 

an
d 

in
te

nd
ed

 o
ut

co
m

es
 h

av
e 

be
en

 a
ch

ie
ve

d,
 a

nd
 to

 id
en

tif
y 

ba
rri

er
s 

an
d 

po
te

nt
ia

l o
pp

or
tu

ni
tie

s 
to

 im
pr

ov
e 

re
su

lts
. 

Pe
rfo

rm
 a

 s
ca

la
bi

lit
y 

as
se

ss
m

en
t u

si
ng

 th
e 

En
te

rp
ris

e 
Sh

ar
ed

 S
er

vi
ce

s 
G

ov
er

na
nc

e 
R

oa
dm

ap
.



12•
Re

co
m

m
en

de
d 

Co
m

m
itt

ee
 A

ct
io

n
–

th
e 

au
di

t c
om

m
itt

ee
 re

co
m

m
en

ds
 th

at
 th

e 
Bo

ar
d 

of
 

Tr
us

te
es

 a
do

pt
 th

e 
fo

llo
w

in
g 

m
ot

io
n:

•
Re

co
m

m
en

de
d 

Bo
ar

d 
M

ot
io

n
–

Th
e 

Bo
ar

d 
of

 T
ru

st
ee

s a
pp

ro
ve

s t
he

 O
ffi

ce
 o

f I
nt

er
na

l 
Au

di
tin

g 
an

nu
al

 a
ud

it 
pl

an
 fo

r f
isc

al
 y

ea
r 2

02
0.

Re
co

m
m

en
de

d 
Ac

tio
n 

an
d 

M
ot

io
n


	aud-02-fy20plan
	aud-02-fy20plan-deck
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	FY20 Internal Audit Plan Development Process
	Slide Number 9
	Proposed Continuing Multi-Year Projects
	Additional Proposed Projects
	Slide Number 12




