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Presentation Outline 
 Using websites and apps generally requires entering into a 

contract, even if doesn’t seem like you are “signing” 
something 
 Because they are contracts, we must follow MnSCU contracting 

policies & procedures. 

 Contract procedures are not just legal formatting, but a tool to 
manage real risks to security and privacy of system resources. 

 We also must be wary of transmitting data through or storage 
of data by third parties, and it is nearly impossible to escape 
today.   
 Will discuss software we can and cannot use, and some classroom 

best practices, while fulfilling our duty to keep private data safe.  
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Ubiquitous “Click-through” Agreements 
 Many apps and some websites—including free services—

require you to click “yes” or “I agree” buttons to continue 
using the service.   
 iTunes:  “The legal agreements set out below govern your use of the 

itunes store, mac app store, app store, and ibooks store services 
(“services”). To agree to these terms, click “agree.” If you do not agree 
to these terms, do not click “agree,” and do not use the services.” 

 Other websites have the “Terms of Service” or “Terms of Use” 
buried in the footer, but you are agreeing to them through 
continued use of the site.   
 Google: “By using our Services, you are agreeing to these terms. 

Please read them carefully.” 

 A Click forms a Contract 
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Concerns with Click-Through Contracts 
 These types of agreements often have provisions (sometimes 

called “terms of service”, “TOS”, or “terms of use”) that are 
either prohibited by Minnesota law or are otherwise 
problematic.   
 Indemnification and hold harmless clauses 

 Confidentiality clauses 

 Arbitration or mediation clauses 

 Choice of law or venue in other states or foreign countries  

 Attorneys’ fees and other uncapped financial obligations clauses 

 Clauses that allow the vendor to unilaterally change the terms, at any 
time, without notice to us 
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Contracts Must Follow Our Policies 
 Because click-through agreements are contracts, they are 

subject to our contract and purchasing policies regardless of 
whether the software or app is free.  

 Only those persons with delegated authority may agree to the 
terms (see System Procedure 1A.2.2 Delegation of Authority);  

 The “[d]elegation of authority requires ongoing compliance 
with applicable statutes, rules and board policies” (see System 
Procedure 1A.2.2 Delegation of Authority);  
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Contracts Must Follow Our Policies cont’d 
 The click-through agreement or terms of service must be 

reviewed by the Minnesota Attorney General’s Office or the 
Office of General Counsel (see System Procedure 5.14.5, Part 
5 Purchasing); and  

 The click-through agreement and terms of service may not 
include any agreement to indemnify third parties or hold 
them harmless (see System Procedure 5.14.5, Part 5 
Purchasing).  
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Addressing Contract Concerns 
 Through individual contracts with specific companies  

 E.g., Microsoft O365 

 Must use a college/university account and NOT a personal account 

 By using special terms of service for state agencies 
 Some are automatically applied (but need to be reviewed) 

 Facebook,  SurveyMonkey, Pinterest, Vine 

 Some have to be negotiated 

 Future:  Adobe Creative Cloud, Amazon Web Services, etc.  
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SurveyMonkey 
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Vine 
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Pinterest 
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Facebook 
 



Resolving Contractual Concerns 
 Even if a service has a special TOS for state agencies, it still 

needs to be reviewed by the AGO/OGC to make sure all of the 
concerns are addressed.  

 Some companies apply the special terms of service 
automatically to any government entity.   

 Others require specifically entering into a signed amendment 
to the TOS. 
 e.g, Github, YouTube, others.  

 Companies that may be willing to enter into agreements with us: 
http://www.howto.gov/social-media/terms-of-service-
agreements/negotiated-terms-of-service-agreements   

 This is NOT a MnSCU-approved list 
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Other Requirements 
 While TOS amendments can help us 

resolve the major contractual problems 
with click-through agreements, we 
must still comply with laws and 
regulations on security, privacy, 
accessibility, records retention, and 
acceptable use when using the tools. 
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What is the Cloud?  
 An application, service, or database stored and hosted by a 

vendor from a remote location anywhere in the world. They 
are  then accessed by end-user through a website, client, or 
mobile app.    

 Usually inexpensive, fast, and convenient. 

 Myriad examples 
 Photo & video storage sites (Flickr, Shutterfly, YouTube, Vimeo, Vine) 

 Backup  & storage services (Dropbox, Google Drive, Crashplan, iCloud) 

 Web-based email, calendars, to-do lists (Gmail, Yahoo, Asana, Wunderlist) 

 Communication & social media tools (Facebook, Skype, Tumblr, Vine) 

 Ticket/RSVP apps (EventBrite, Brown Paper tickets) 

 Word processing (Google docs, Microsoft O365) 
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Going forward with the Cloud 
 Once the TOS has been OGC/AGO approved, cloud providers 

may be appropriately used to store non-critical, non-
confidential, or non-sensitive information. 

 But, what if you want to store or transmit more sensitive or 
private data?  
 Must negotiate acceptable terms with the vendor to ensure we have 

proper security protocols in place.  

 We’re vetting an addendum to address minimum requirements, which 
we can use as a starting point for these negotiations.  
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Inherent Risks for Cloud-Based 
Products 
 Who owns uploaded content?   

 Google January 2014 TOS 

 “When you upload or otherwise submit content to our Services, you give Google 
(and those we work with) a worldwide license to use, host, store, reproduce, 
modify, create derivative works (such as those resulting from translations, 
adaptations or other changes we make so that your content works better with our 
Services), communicate, publish, publicly perform, publicly display and distribute 
such content. The rights you grant in this license are for the limited purpose of 
operating, promoting, and improving our Services, and to develop new ones. This 
license continues even if you stop using our Services (for example, for a business 
listing you have added to Google Maps).”  

 Instagram (old) TOS  

 “You agree that a business or other entity may pay us to display your username, 
likeness, photos (along with any associated metadata), and/or actions you take, in 
connection with paid or sponsored content or promotions, without any 
compensation to you.” 

 What do exactly do you own?  
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Risks cont’d 
 Where is the data stored?   

 US? Or abroad?  

 What security controls and assurances are they willing to 
provide?  
 Consumer services likely have consumer-grade protection 

 Who will be the face of a data breach?  

 Will they be around in a year? Five years?  
 Google Reader, iGoogle, Everpix, WinAmp (music player), Windows 

Live Mesh (precursor to Skydrive), Catch.com (note taking), Astrid (to-
do list), Upcoming.org, and more all shut down in 2013.  

 Low-cost services typically offer no recourse in the event of a 
disruption of service.   Keep local copies or backups of critical data.  
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Risks cont’d 
 What data will the software or app 

have access to?  
 Non-public data 

 Student data 

 Personnel data 

 Where does the software store that 
data?  
 Old model: stored on your computer 

 New model: accessible anywhere – stored 
“in the cloud” 

 Do we have permission to allow a third 
party to access that data?  
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FERPA – “Education Records” 
 FERPA – the Family Educational Rights and Privacy Act – 

requires that, in general, colleges and universities must have 
written permission from eligible student in order to release 
non-public information from a student’s record. 

 Education records are defined as … “records, files, documents 
and other materials which (a) contain information directly 
related to a student, and (b) are maintained by an educational 
agency or institution or a person acting for such agency or 
institution” (20 USC 1232g(a)(4)(A)) 

 “Maintained” is not defined in statute, regulations, or agency 
guidance. 
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Why Does Compliance Matter?  
 Violations of data privacy laws expose the school and 

individuals to liability.  Improper FERPA policies could result in 
withdrawal of federal funds to the school.  

 Under the Data Practices Act, institutions can be liable for 
money damages, or civil penalties, and individuals are subject 
to disciplinary action for willful violations, and potentially 
even criminal penalties.  

 Moreover, it is important for the integrity of the MnSCU 
system that we honor students’ rights to access and maintain 
privacy in the education records that are entrusted to us.  
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Education Records 
 Include almost everything we maintain 

about students 
 Most individually identifiable data 

about students and applicants in any 
tangible form – wherever located – is 
private. 
 Applications  
 Graded assignments 
 Grades 

 Class schedules 
 Discipline 
 Health records 

 Advising . . . 
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Who is Allowed Access to Education 
Records?  
 “Directory data” is public 

 Designated by each college or university 

 Annual notice to students required 

 Students have right to “opt-out” or suppress disclosure 

 The remaining, “private” data is accessible only to:  
 Subject 

 “School officials” with a “legitimate educational interest” and 

 Third parties with subject’s written consent or as permitted or 
required by law. 

 What happens when private data is transmitted or stored by a 
third party app?  
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Unexpected FERPA Complications 
 Creating, transmitting or storing information private 

education records using a third-party application or cloud 
service triggers FERPA, as that act is a “release” of the 
student’s record to a third party. 

 Problematic examples: 
 Using Dropbox to send a graded paper back to a student 

 Emailing through your Yahoo-mail about student participation 

 Requiring students to submit data through a Google form 

 Registering students for an activity through a third-party service like 
EventBrite 

 Tracking grades using an iPad app 

 Syncing non-directory student data stored on your phone address book with 
iCloud or Google contacts.  
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Dropbox  
Not FERPA or HIPAA 
compliant  



Not All Cloud Activities Involve FERPA  
 Not all uses of web services or apps will have FERPA. 

 FERPA applies only to information in the possession of 
(“maintained by”) the institution.  

 FERPA does not apply to student email accounts.  They are 
not education records.  

 FERPA does not apply to students use of third-party tools in 
the classroom or as part of coursework.  Students using cloud 
services – either voluntarily or as part of a class, is ok.   

 Analogous to peer-grading, which has been explicitly allowed 
under FERPA, Owasso Indep. School Dist. v. Falvo, even if a 
faculty member and the public can also read it. 
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FERPA Not Triggered cont’d 
 If the use of the third-party tool is by the students only (e.g., 

the student drafts public blog posts on Tumblr, or collaborates 
with classmates using Google Docs), and merely viewed by 
the instructor in that medium, then there are no education 
records maintained by the third-party tool.   

 But, any copy maintained by the faculty member would be an 
education record and could not be re-posted online.  
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FERPA Not Triggered cont’d 
 Another way to comply with FERPA is to obtain the written, 

signed, and dated consent of each student for the release of 
his or her information.  This consent must be completely 
voluntary.  Students who decline to provide this consent must 
not be denied any academic opportunity or suffer any adverse 
consequences.  OGC can help you evaluate whether a release 
is appropriate and provide forms.  

 If we have a contract (at the college or system level) with a 
vendor, we are able to negotiate terms that protect student 
privacy, including naming them as a “school official” under 
FERPA.   
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Best Practices for Cloud Services in the 
Classroom 
 Notify students at the time of enrollment that public posting 

to a cloud service or website will a requirement of the course, 
preferably in writing in the syllabus.   
 This allows students to withdraw or request alternate assignments or 

solutions.  

 Communicate the issues and associated risks with any tool at the 
beginning of the course, and review the TOS with the students.  

 Provide a choice of online services/websites when students 
will be asked to create their own accounts and post online. 
 E.g., accept blogger, wordpress, or tumblr for a student blogging 

project.   

 This allows students to choose between different TOS that may 
differently impact their IP rights and privacy.  
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Best Practices cont’d 
 Consider providing an offline option to allow students to opt-

out entirely from posting online.  

 Require or recommend that students to use aliases when 
creating accounts, particularly if their work will be public.  
 It is fine for the faculty member and the other class members to know 

who is who, but remind all participants to protect the anonymity of 
any aliases while online. 

 Remind students to not disclose personally identifying 
information about themselves  in online profiles. Avoid 
referring to students by full names. 

 Remove data when it is no longer needed.  [But keep an 
archive according to your records retention policy]  
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Bottom Line 
 Student records protected by FERPA – and any other private 

data – may not be transmitted or stored using any app, 
software, or web service, without a MnSCU-approved 
contract with the vendor that outlines appropriate data 
protection measures.   

 Do not place grades or evaluative comments on websites or 
third-party apps.  

 Assume that any information stored or transmitted through a 
third-party service or app will become public.   
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Does the 
college/university or 
system office have a 

current contract 
with the vendor?  

No?  Will the product 
store or transmit private 
student (FERPA) data or 

private personnel 
(MGDPA) data in the 

cloud?   

No? Does the website/app 
have a TOS-specific for state 

agencies?   

No? Proceed with caution. 
The contract likely does not 

meet system office 
standards.  Individuals who 

accept terms of service 
may be violating Board 

policy and liable for 
damages.  

Yes? Review with OGC/AGO 
and proceed if appropriate.   

Yes?  

Or, determine a way to use the 
software/service without storing 
private data and make sure the 

TOS is approved. 

Or, obtain releases from 
students and make sure the 

TOS is approved.  

Avoid until contract can 
be put in place.  

Yes? Proceed.  



What If?  
 Security Breach Data Notification Guideline 5.23.1.13 

 Recent MGDPA amendment (Minn. Stat. 13.055) requires 
notice to affected individuals of a breach of security 
(unauthorized access) for any private or confidential data (not 
just SSN or financial information) in any medium (not just 
computerized). 
 E.g., lost or stolen laptop containing student program data. 

 Contact your supervisor or campus DPCO if you believe you 
have a possible security breach situation. 
 OGC will assist in determining whether notice is required, how it must 

be done and other details. 

 Notification of the Legislative Auditor.  
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How to Access Today’s Materials 
 
 Within a few business days, the recording link and 

PDF PowerPoint link will be posted on the OGC 
website:  www.ogc.mnscu.edu.   
 
 Click Webinars in the left hand column. 

 
 The links can be accessed in the Second Thursday 

schedule. 
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Contact Information 
Minnesota State Colleges & Universities  

System Office 
  

Sarah McGee 
Assistant General Counsel 

sarah.mcgee@so.mnscu.edu 
651-201-1410 

 
Office of General Counsel 

www.ogc.mnscu.edu 

 
Please take a few minutes to complete our poll! 
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