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“Software” in the broadest sense … 
 Personal Email [Gmail, Yahoo, AOL]

 Personal Calendars [Google Calendar, iCal]

 Online Storage and Collaboration [One Drive for Business, 
Dropbox, Google Drive, iCloud, Crashplan, Backblaze]

 Texting Apps [RemindMe 101]

 Blogging and Social Media [Facebook, Twitter, Blogger, 
Wordpress, Instagram, Flickr, Tumblr, ]

 Ticketing and Registration [Eventbrite, Brown Paper Tickets]

 Quiz Generators (Free Quiz Maker) 

 Communication Tools [Skype, Google+ hangouts]

 New apps every day… 
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Contracts 101
 Almost every time we are use a web-based tool, computer 

software, or mobile app, we are agreeing to a contract. 

 Setting up an account – with any service – usually involves 
agreeing to a contract. 

 Not always a formal document.  All that matters is that you 
have “manifested your mutual assent.”  

 You don’t need a negotiation

 EULAs, TOS are binding contracts

 You don’t need a signature

 Click-through agreements are usually enforced

 You don’t need fair or reasonable terms

 Courts will only strike “unconscionable” terms.
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Contracts Must Follow Our Policies
 EULAs and TOS are contracts

 Because they are contracts, we must follow MnSCU contracting 
policies & procedures.

 Because click-through agreements and TOS are contracts, 
they are subject to our contract and purchasing policies 
regardless of whether the software or app is free. 

 Only those persons with delegated authority may agree to the 
terms (see System Procedure 1A.2.2 Delegation of Authority); 

 The “[d]elegation of authority requires ongoing compliance with 
applicable statutes, rules and board policies” (see System Procedure 
1A.2.2 Delegation of Authority); 
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Google’s Terms of Service
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Contracts Must Follow Our Policies cont’d
 Board Procedure 5.14.5 (Purchasing), Part 9: “All vendor 

prepared software license agreements and maintenance 
agreements must be reviewed by the system legal counsel”

 The click-through agreement and terms of service may not 
include any agreement to indemnify third parties or hold 
them harmless (see System Procedure 5.14.5, Part 5 
Purchasing). 

 Almost all click-through agreements have these terms. 

 Agreeing without following policy

 May result in personal liability

 16A violation (obligation prior to an encumbrance).
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Concerns with Click-Through Contracts
 Many terms to watch out for: 

 Indemnification and hold harmless clauses 

 Arbitration or mediation clauses (e.g., Dropbox)

 Choice of law or venue in other states or foreign countries 

 Attorneys’ fees and other uncapped financial obligations clauses

 Privacy Policies that aren’t

 Clauses that allow the vendor to unilaterally change the terms, at any 
time, without notice to us 

 Embedded URLs (within embedded URLs)

 “As may be modified from time to time at vendor’s sole discretion”  

 (aka “This document is meaningless”)
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Private Data and Software Contracts
 Most software has some element of “cloud” storage or back-

end access today.  

 We must be wary of transmitting data through or storage of data by 
third parties, and it is nearly impossible to avoid.

 If we are allowing a third party to store or transmit or access 
private data, we must have appropriate contractual provisions 
in place. 
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Statutes Protect Private Data
 FERPA

 Personally Identifiable Information in Education Records is Private

 MGDPA (The Data Practices Act)

 Echoes FERPA in protecting educational data.  Minn. Stat. 13.32

 Personnel data is private, unless one of several categories. Minn. Stat. 
13.43

 Donor gift data is private.  Minn. Stat. 13.792

 Data that are not public must only be accessible to persons whose 
work assignment reasonably requires access to the data. Minn. Stat. 
13.05, subd. 5
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FERPA Protects “Education Records”
 The Family Educational Rights and Privacy Act of 1974 (the 

Buckley Amendment)

 Gives students the right to inspect and review their own “education 
records” 

 Seek amendment of their "education records” and

 Control the disclosure of their "education records" to others

 FERPA requires that, in general, colleges and universities must 
have written permission from students in order to release non-
public, personally identifiable information from a student’s 
“education record.”
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What is an “Education Record”?  
 Education records are those records

that are: 

 (a) directly related to a student and 

 (b) maintained by an educational institution 
or a person acting for such agency or 
institution (20 USC 1232g(a)(4)(A))

 A “record” is any information recorded 
in any way, including but not limited to 
handwriting, print, computer media, 
video or audio tape, film, microfilm and 
microfiche.

 Not limited to academic records. 

11



What is an “Education Record”? Cont’d
 A record is “directly related” to a student if it contains 

personally identifiable information about that student. 

 Personally Identifiable Information includes: 

 Student names, other family members names

 Addresses 

 Personal identifiers (SSNs, StarID, etc.)

 Other information that, alone or in combination, is linked or linkable 
to a specific student that would allow a reasonable person in the 
school community, who does not have personal knowledge of the 
relevant circumstances, to identify the student with reasonable 
certainty.  
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What is an “Education Record”? Cont’d
 Education records are those records that are: 

 (a) directly related to a student and 

 (b) maintained by an educational institution or a person acting for 
such agency or institution (20 USC 1232g(a)(4)(A))

 “Maintained” is not defined in statute, regulations, or agency 
guidance.

 "The ordinary meaning of the word 'maintain' is 'to keep in existence 
or continuance; preserve; retain.'” Owasso Independent School District 
v. Falvo, 534 U.S. 426 (2002).
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“Education Record” Is Very Broad
 Include almost everything we maintain 

about students

 Most individually identifiable data 
about students and applicants in any 
tangible form – wherever located – is 
an “education record” and therefore 
private.

 Applications, Transcripts, Exams, Grades

 Class schedules

 Photographs

 Everything in ISRS

 StarIDs and email addresses

 Metadata and log files
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Who Can Access “Education Records”? 

 There is signed, written, dated consent from an eligible 
student/parent that specifies:

 The records that may be disclosed

 The purpose for which they may be disclosed

 The persons or classes to whom they may be disclosed
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Who Can Access “Education Records”? 

 Written consent or

 One of several regulatory exceptions applies:

 [1] “Directory data” is public

 Designated by each college or university

 Annual notice to students required

 Students have right to “opt-out” or suppress disclosure

 [2] “Studies exception” – for the purpose of educational research 
designed to develop or validate predictive tests or improve instruction 
with a written agreement

 [3] “School officials” with a “legitimate educational interest”
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“Directory Information” Varies Widely 
By Institution
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“Directory Information” Not A Useful 
Exception for Cloud Computing
 Does “Directory Information” include 

email addresses?

 Does “Directory Information” include 
STARIDs?

 How will you handle students who have 
asked for their data to be suppressed? 
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Who are School Officials? 
 A contractor, consultant, volunteer, or other party to whom 

an … institution has outsourced institutional services or 
functions may be considered a school official … provided that 
the outside party:

 Performs an institutional service or function for which the agency or 
institution would otherwise use employees;

 Is under the direct control of the college/university with respect to the 
use and maintenance of education records; and

 Is subject to the requirements … governing the use and re-disclosure 
of personally identifiable information from education records. 

 Must also meets the criteria in the annual FERPA notice for being a 
school official with a legitimate interest in the education records.
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Who are School Officials? 
 Must also meets the criteria in the annual FERPA notice for 

being a school official with a legitimate interest in the 
education records.

 To other school officials, including teachers, within the [School] whom 
the school has determined to have legitimate educational interests. 
This includes contractors, consultants, volunteers, or other parties to 
whom the school has outsourced institutional services or functions, 
provided that the conditions listed in §99.31(a)(1)(i)(B)(1) -
(a)(1)(i)(B)(2) are met. (§99.31(a)(1)) 

 From the model FERPA notice (ogc.mnscu.edu “Data Privacy Toolbox”)
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If “Education Records” Are Shared …
 We must have explicit consent, or it must fit an exception:

 Directory data

 School Officials with a legitimate need to know, who are under our 
direct control. 

 We must be able to control that party's maintenance, use, and 
redisclosure of education records (e.g., no data mining or targeted 
ads)

 Best practice is a written contract stating those limits

 “Schools outsourcing information technology services, such as 
web-based and e-mail services, should make clear in their service 
agreements or contracts that the outside party may not use or 
allow access to personally identifiable information from education 
records, except in accordance with the requirements established 
by the educational agency or institution that discloses the 
information.”
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FERPA Best Practices
… Straight from the Feds
 Protecting Student Privacy 

While Using Online 
Educational Services: 
Requirements and Best 
Practices

 http://ptac.ed.gov/sites/def
ault/files/Student%20Privac
y%20and%20Online%20Edu
cational%20Services%20(Fe
bruary%202014).pdf

 http://ptac.ed.gov/sites/def
ault/files/TOS_Guidance_Ja
n%202015_0.pdf
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http://ptac.ed.gov/sites/default/files/Student Privacy and Online Educational Services (February 2014).pdf
http://ptac.ed.gov/sites/default/files/TOS_Guidance_Jan 2015_0.pdf


Unexpected FERPA Complications with 
Cloud Services
 Creating, transmitting or storing information private 

education records using a third-party application or cloud 
service triggers FERPA, as that act is a “release” of the 
student’s record to a third party.

 Problematic consumer examples:

 Using Dropbox to send a graded paper back to a student

 Emailing through your Yahoo-mail about student participation

 Requiring students to submit data through a Google form

 Registering students for an activity through a third-party service like 
EventBrite

 Tracking grades using an iPad app

 Syncing non-directory student data stored on a smartphone address book 
with iCloud or Google contacts. 
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Not All Cloud Activities Involve FERPA 
 Not all uses of web services or apps will trigger FERPA.

 FERPA applies only to information in the possession of 
(“maintained by”) the institution. 

 FERPA does not apply to student created/controlled records, 
including email accounts.

 FERPA generally does not apply to students use of third-party 
tools in the classroom or as part of coursework.  Students using 
cloud services (e.g. social media), either voluntarily or as part 
of a class, is generally ok.  

 Analogous to peer-grading, which has been explicitly allowed under 
FERPA, Owasso Indep. School Dist. v. Falvo, even if a faculty member 
and the public can also read it.
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Resolving Contractual Concerns
 Some companies apply a special terms of service 

automatically to any government entity that don’t have the 
main objections.  

 Even if a service has a special TOS for state agencies, it still 
needs to be reviewed by the AGO/OGC to make sure all of the 
concerns are addressed (e.g., may still have arbitration)

 Other companies require specifically entering into a signed 
amendment to the TOS, but are ready & willing to do so: 

 e.g, Github, YouTube, others. 

 Companies that may be willing to enter into agreements with us: 
http://www.howto.gov/social-media/terms-of-service-
agreements/negotiated-terms-of-service-agreements

 This is NOT a MnSCU-approved list
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SurveyMonkey
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Vine
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Pinterest
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Facebook



Other Requirements for Cloud 
Providers
 While TOS amendments can help us 

resolve the major contractual problems 
with click-through agreements, we 
must still comply with laws and 
regulations on security, privacy, 
accessibility, records retention, and 
acceptable use when using the tools.
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Cloud Services Best Practices
 Know what online educational services are used on campus

 Conduct an inventory

 Have policies and procedures in place to evaluate/approve 
online educational services

 Vendor Questionnaire

 Maintain awareness of other laws

 MGDPA – same issues may arise for other private data, e.g., personnel 
data

 New Minn. Stat. 13.356, for example, makes private user-submitted 
information for subscription lists

 Possible new statute to keep a record of every record look up 
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Cloud Services Best Practices cont’d
 Use a written contract or agreement

 Ensure OGC/AGO review of all contracts, even click-throughs

 Include appropriate security provisions

 Information Security Addendum

 Extra steps for click-through agreements

 Limit authority of who can accept by policy

 Print, date, and save the TOS

 Send a “side letter” if no other choice

 Be transparent with students

 Clearly explain where you share your data
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Document Security Procedures in 
Writing
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Why Does Compliance Matter? 
 Violations of data privacy laws expose the school and 

individuals to liability.  Improper FERPA policies could result in 
withdrawal of federal funds to the school. 

 Under the Data Practices Act, institutions can be liable for 
money damages, or civil penalties, and individuals are subject 
to disciplinary action for willful violations, and potentially 
even criminal penalties. 

 Moreover, it is important for the integrity of the MnSCU 
system that we honor students’ rights to access and maintain 
privacy in the education records that are entrusted to us. 
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Bottom Line
 Student records protected by FERPA – and any other private 

data – may not be transmitted or stored using any app, 
software, or web service, without a MnSCU-approved 
contract with the vendor that outlines appropriate data 
protection measures.  

 Do not place grades or evaluative comments on websites or 
third-party apps. 

 Assume that any information stored or transmitted through a 
third-party service or app will become public.  
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What If? 
 Security Breach Data Notification Guideline 5.23.1.13

 Recent MGDPA amendment (Minn. Stat. 13.055) requires 
notice to affected individuals of a breach of security 
(unauthorized access) for any private or confidential data (not 
just SSN or financial information) in any medium (not just 
computerized).

 E.g., lost or stolen laptop containing student program data.

 Contact your supervisor or campus DPCO if you believe you 
have a possible security breach situation.

 OGC will assist in determining whether notice is required, how it must 
be done and other details.

 Notification of the Legislative Auditor. 
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Contact Information
Minnesota State Colleges & Universities 

System Office

Sarah McGee
Assistant General Counsel

Sarah.McGee@so.mnscu.edu
651-201-1410

Please take a few minutes to complete our poll!

Office of General Counsel
www.ogc.mnscu.edu
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